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PykoBOACTBO MO Pa3BEPTbIBAHNIO MPUIOXKEHMS
"LindbposBon ABOMHMK puckoB npomnssoactea” (LU JP)
Ha cTeHae B Minikube ana pernctpaunmn B peectpe
poccmmnckoro MO

KpaTtkas cnpaBka rno creHay
Mpunoxenune LU AP

o Frontend: https://rosreestr-frontend.cdr.usetech.ru/ (qoctyn 13 NHTepHeT)
» lMogpobHee

» BakeHp configurator: http://rosreestr-configurator.cdr.usetech.ru/api/actuator/health (qoctyn
TOJ/IbKO M3 BHYTPEHHEN ceTn KO3Tex)

o BakeHnp risksSolver: http://rosreestr-riskssolver.cdr.usetech.ru/api/actuator/health (noctyn
TOJIbKO M3 BHYTPEHHEN ceTh HO3Tex)

MHdpacTpyKTypHble NOACUCTEMDI:

o lNoacncTemMa XxpaHeHusa - PostgreSQL: postgres.cdr.usetech.ru, nopT: 5432 (A0CTYN TO/IbKO M3
BHYTpeHHen ceTn KO3Tex)
» [aHHble ona nogkatoveHna Kk B cteHaa rosreestr

o Beb-mHTepdenc noacncTeMbl XxpaHeHnsa - MinlO: https://minio-console.cdr.usetech.ru (moctyn
TO/IbKO M3 BHYTpeHHen ceTh KO3Tex)

o Beb-mHTepdenc noacncTeMbl MOHUTOPUHTA 1 IOrMpoBaHus - Grafana:
http://grafana.cdr.usetech.ru/dashboards (qocTyn Tonbko 13 BHYTpeHHeN ceTh KO3Tex)

CopepxaHune

BBegeHune

1 Pa3BépTtbiBaHe Minikube n HacTpoiika nHTerpaumn c GitLab
1.1 YctaHoBka Minikube 1 HeobxoamMMbIX yTUANT

1.2 Hactponka goctyna Minikube k GitLab Docker Registry

1.3 HacTporika poctyna GitLab CI/CD k knactepy Kubernetes

2 Pa3BépTbiBaHMe NHPPACTPYKTYPHbIX cepmcos B Minikube

2.1 Pa3BépTblBaHME NOACMCTEMBI XPAHEHWNA AaHHbIX - MinlO

2.2 Pa3BépTbIiBaHMeE NOACUCTEMbI MOHMTOPMHTA - Kube-Prometheus-Stack
2.3 Pa3BépTbIiBaHMeE NOACUCTEMBI IOrMPOBaHUs - Loki n Promtail

2.4 Pa3BépTbIiBaHMeE NOACMCTEMbI XPaHEHMS AaHHbIX - PostgreSQL

2.5 Hactpowka pesepsHoro konnposaHmsa bJ] PostgreSQL

2.6 Pa3BépTbiBaHMeE NoACUCTEMbI ayTeHTUdMKaumm - Keycloak

3 Pa3BépTbiBaHKe npunoxenuna "LIAP" B Minikube
3.1 MoparotoBka Kubernetes ans pa3BépTbiBaHNs cTeHaa dev
3.2 MNoarotoBKa K pa3BEépTbiBaHMIO nofacncTeMsbl "configurator”

/
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3.3 MoarotoBka K pa3BEépTbiBaHMIO noAcncTemMsbl "riskssolver”
3.4 MoarotoBKa K pa3BépTbiBaHMIO noacuctemMsl "frontend”
3.5 Pa3BépTbiBaHmne noacuctem npunoxenmsa LAP 13 Helm-yapTa

4 [NlepeyeHb NCTOYHMKOB

BBeneHune

HacTosLlee pyKoBOACTBO COAEPXNT OMMCAaHWE NOAMOTOBKM MUHNMMabHON ycTaHoBKK Kubernetes B
BapuaHTe Minikube, npuBegéHHoe B pasaesne 1, oNncaHMs pa3BEpTbIBAHNA MHPPACTPYKTYPHbIX MOACMCTEM,
He BXOAALWMX B COCTaB npuaoxeHua WP, Takux Kak nogcmMcTemMa XpaHeHWa AaHHbIX ¥ MOHUTOPWHT,
nprBeAEHHble B pasfese 2, a TakXKe onrcaHne pa3BépTbiBaHMa npuaoxenna UAP, npuBegéHHoe B pasgene
3.

B npMmMepax KOMaHz, Np1BeAEHHbIX B HACTOALLLEM PYKOBOACTBE, MCMOJIb3yeTCA Ha3BaHMe CTeHAa .Mpwn
Pa3BE&pTbIBAHMM HA CTEH/E C IPYrMM Ha3BaHMEM, Hanpumep, , CleflyeT 3aMeHNTb B KOMaHAax
BCE BXOX/AEHMA C/10Ba Ha

CnenyeT yuynTbIBaTb, YTO B COOTBETCTBUN C MOSINMTMKOM 6€30MacHOCTM KOMMNaHnK KO3Tex, 4OCTYN 13 CeTn
NHTepHEeT OTKPbIT TONIbKO K Beb-MHTepdency nosb3osatens (GpoHTeHay) npuaoxenns LAP. JocTyn K

MNPOYMM KOMMOHEHTaM NpunoxeHuns LLJP 1 K MHPPACTPYKTYPHbIM MOACMCTEMAM BO3MOXEH TOJTbKO 13

BHYyTpPeHHen ceTn HO3Tex.

1 Pa3BépTbiBaHne Minikube n HacTporka nHterpaunm c GitLab
1.1 YcTaHoBKa Minikube n HeobxoaMMbIX yTUANT

1.1.1 JobaBnTb TekyLlero NoabL30BaTeN1a B rpynny n ybeamnTbCs, 4To cyxba 3anylieHa u
[OCTYMHA MOJ1b30BaATESHO:

sudo usermod -a -G docker $USER && \
sudo -u $USER $SHELL && \
docker ps

1.1.2 YctaHoBuTb yTnanTy kubectl:

sudo apt-get install -y apt-transport-https ca-certificates curl gnupg && \
curl -fsSL https://pkgs.k8s.io/core:/stable:/v1.30/deb/Release.key | \
sudo gpg --dearmor -o /etc/apt/keyrings/kubernetes-apt-keyring.gpg && \
sudo chmod 644 /etc/apt/keyrings/kubernetes-apt-keyring.gpg && \
echo 'deb [signed-by=/etc/apt/keyrings/kubernetes-apt-keyring.gpg]
https://pkgs.k8s.io/core:/stable:/v1.30/deb/ /' | \
sudo tee /etc/apt/sources.list.d/kubernetes.list && \
sudo chmod 644 /etc/apt/sources.list.d/kubernetes.list && \
sudo apt-get update && \
sudo apt-get install -y kubectl && \
echo 'source <(kubectl completion bash)' >> ~/.bashrc
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1.1.3 YcTaHoBUTb yTUANTY helm:

curl https://baltocdn.com/helm/signing.asc | gpg --dearmor | sudo tee
/usr/share/keyrings/helm.gpg > /dev/null && \

echo "deb [arch=$(dpkg --print-architecture) signed-
by=/usr/share/keyrings/helm.gpg] https://baltocdn.com/helm/stable/debian/
all main" | sudo tee /etc/apt/sources.list.d/helm-stable-debian.list && \
sudo apt-get update && \

sudo apt-get install helm

1.1.4 Hactpoutb Bash-completion ans ytnant n

sudo sh -c 'kubectl completion bash > /etc/bash_completion.d/kubectl’
sudo sh -c 'helm completion bash > /etc/bash_completion.d/helm'

1.1.5 YcTaHOBWNTb BCOMOraTesibHble YTUANTDI:

DEBIAN_FRONTEND=noninteractive \
sudo apt install -y \

ja \

iptables-persistent

1.1.6 Co3maTb pann , cogepxxawnin npasusia NAT IPTables, Heobxoanmeble ana
obecneyeHMa BO3MOXHOCTM CETEBOr0O AOCTYNa K CEPBUCAM, 3anyLleHHbIM B Minikube:

*nat

-A PREROUTING -i eth® -p tcp -m tcp --dport 80 -j DNAT --to-destination
192.168.123.123:80

-A PREROUTING -i eth® -p tcp -m tcp --dport 443 -j DNAT --to-destination
192.168.123.123:443

-A PREROUTING -i eth® -p tcp -m tcp --dport 5432 -j DNAT --to-destination
192.168.123.123:30432

COMMIT

1.1.7 3anyctuTb cayxby 1 Nepe3anycTuTb CIyX0y

sudo systemctl enable --now netfilter-persistent
sudo systemctl restart docker

1.1.8 Co3maTb pann C napameTpamu , HeobxoAnMMbIMN OnA
paboTbl Minikube:
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fs.inotify.max_user_watches=2099999999
fs.inotify.max_user_instances=2099999999
fs.inotify.max_queued_events=2099999999

1.1.9 MprmeHNTbL NapameTpbl n3 danna

sysctl -p /etc/sysctl.d/99-minikube.conf

1.1.10 YcTaHoBuUTb 1 3anyctTb Minikube:

curl -LO
https://storage.googleapis.com/minikube/releases/latest/minikube_latest_amd
64.deb && \
sudo dpkg -i minikube_latest_amd64.deb && \
export CPUS=$(expr $(nproc) - 1) && \
export MEM=$(expr $(cat /proc/meminfo |grep MemTotal |sed -r 's/A.* ([O-
9]+) kB/\1/') \/ 1024 \/ 1024 - 2) && \
export LAN_IP=$(ip -4 addr show eth® |[grep -oP '(?<=inet\s)\d+(\.\d+){3}'")
&& \
echo "Minikube will use: CPUs: $CPUS, MEM: $MEM GB"
minikube start \
--cpus=${CPUS} \
--memory=${MEM}g \
--apiserver-ips=${LAN_IP} \
--static-1ip=192.168.123.123 \
--ports=80:80,443:443,5432:30432,8443:8443 \
--addons=ingress \
--addons=storage-provisioner \
--addons=default-storageclass \
--addons=metrics-server && \
minikube status && \
kubectl get nodes && \
kubectl apply -f https://github.com/kubernetes-sigs/metrics-
server/releases/latest/download/components.yaml && \
kubectl top nodes

1.1.11 Co3natb pann KoHbUrypaumm systemd ans
3anycka Minikube npwu 3arpyske OC:

[Unit]

Description=minikube
After=network-online.target docker.service
Wants=network-online.target docker.service
Requires=docker.socket docker.service

[Service]
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Type=oneshot

RemainAfterExit=yes
WorkingDirectory=/home/developer
ExecStart=/usr/bin/minikube start
ExecStop=/usr/bin/minikube stop
User=developer

Group=developer

[Install]
WantedBy=multi-user.target

1.1.12 BktounTb aBTOMATMYeCcKMi 3anyck Minikube npu 3arpyske OC:

systemctl daemon-reload; \
systemctl enable minikube

1.2 Hactpoka poctyna Minikube k GitLab Docker Registry

[MPUMEYAHWE: [lanee no TEKCTY NCMOJIb3yeTCs Ha3BaHMe CTeHaa . [1pv pa3BépTbIBaHMMN Ha
CTeHAe C APYrMm Ha3BaHMeM, Hanpumep, , CleyeT 3aMeHNTb B KOMaHax BCe BXOXAEHMSA
CJ10Ba Ha
1.2.1 B Beb-uHTepoeimce GitLab B meHI0 rpynnbi
NPOEKTOB C03/43Tb rPYyNMNOBON TOKEH PA3BEPTLIBAHNA C UMEHEM , UMEHEM
NoJIb30BaTeNA 1N NOJIHOMOYNAMM . COXpaHWTb TOKEH - OH

noTpebyeTcs Ha C1eflyOLLEM Luare.

1.2.2 B npocTpaHcTBe MMEH Kubernetes HacTpanBaemMoro CTeHAa, Hanpumep, , CO30aTb CekpeT
Kubernetes c y4éTHbIMM AaHHbIMK AN1A noakaodeHns k Docker Registry B GitLab UseTech ans 3arpy3ku
docker-o6pa3oB nNpunaoxXeHus:

kubectl -n dev create secret docker-registry usetech-registry \
--docker-server=registry.usetech.ru \
--docker-username=deploy-token-cdr \
--docker-password=<TokeH g4 R/0 goctyna K GitLab registry>

1.3 HacTpoika aoctyna GitLab CI/CD k knactepy Kubernetes

1.3.1 BbIiBeCTM Ha KOHCO/b IP-agpec ceTeBOro nHtepdenca y3na Minikube:

ip -4 addr show eth® | grep -oP '(?<=inet\s)\d+(\.\d+){3}"'

1.3.2 B GitLab-npoekTax Kaxaon 13 noacnctem (6akeHa, GpoHTeHa) co3aatb nepemeHHyto GitLab CI/CD
CO 3HaYeHneMm N UMEHEM OKPYXXeHMNS
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1.3.3 Co3patb YAML-dann C onucaHneM obbekTa n cekpeTa ans
Hero:

apiVersion: vi
kind: ServiceAccount
metadata:
name: admin-user
namespace: kube-system
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: admin-user
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: cluster-admin
subjects:
- kind: ServiceAccount
name: admin-user
namespace: kube-system
apiVersion: vi
kind: Secret
type: kubernetes.io/service-account-token
metadata:
name: admin-user-token
namespace: kube-system
annotations:
kubernetes.io/service-account.name: "admin-user

1.3.4 Co3paTb 06bekT N CeKpeT OJ15 Hero:

kubectl create -f sa-admin-user.yaml

1.3.5 Mo/yunTb TOKEH aAMUHNCTPaTopa Kactepa Kubernetes nns pa3sépTbiBaHus npunoxerns ns GitLab
Cl/CD:

kubectl -n kube-system get secret $(kubectl -n kube-system get secret | \
grep admin-user-token | \
awk '{print $1}') -o jsonpath={.data.token} | \
base64 -d

1.3.6 B GitLab-npoekTax Kaxaon 13 noacncTemM cosaatb nepemeHHyto GitLab CI/CD co
3HaYEeHMEM, NOJIYYEHHbIM Ha NpeablAyLLEeM LIAre N UMeHEeM OKPY>KeHMSs
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2 Pa3BépTbiBaHMe MHd)paCprKTyprIX cepsmcoB B Minikube
2.1 Pa3BépTblBaHME NOACMCTEMbI XPAaHEHMS AAHHbIX - MIinlO

2.1.1 Co3aatb YAML-dann , COAepXalnii napamMmeTpbl HacTponkn Helm-
YyapTa onepartopa MinlO:

operator:
env:
- name: TZ
value: "UTC+3"
- name: PROMETHEUS_NAMESPACE
value: "monitoring"
- name: MINIO_PROMETHEUS_URL
value: "http://monitoring-kube-prometheus-
prometheus.monitoring.svc.cluster.local:9090"
ingress:
enabled: true
ingressClassName: '"nginx"

labels: { }

annotations: { }

tls: [ ]

host: minio-operator-console.cdr.usetech.ru
path: /

pathType: Prefix

2.1.2 YcTaHoBUTbL Helm-4apT onepaTtopa MinlO [4]:

helm repo add minio-operator https://operator.min.io && \
helm install --create-namespace -n minio-operator \

-f minio-operator-values.yaml \

operator minio-operator/operator

2.1.3 Yb6eamnTbca, 4YTO BCe KOMMOHEHTbI onepaTopa MinlO HaxoA4ATCA B COCTOAHNM

kubectl -n minio-operator get all

2.1.4 Nonyuntb JWT-TOKEH O/151 BXOAa B Beb6-nHTepdenc onepatopa MinlO:

kubectl get secret/console-sa-secret -n minio-operator \
-0 jsonpath={.data.token} | base64 -d; echo

2.1.5 NpoBepunTb BO3MOXHOCTb BX0Oa B BeO-nHTEepdeic onepatopa MinlO.

2.1.7 Co34aTb NPOCTPAHCTBO MMEH Kubernetes


http://minio-operator-console.cdr.usetech.ru/
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kubectl create ns minio-cdr

2.1.6 Co3aaTb cekpeT Kubernetes, cogepxaLimin MMsa nosib3oBaTesia 1 Naposib aAMUHUCTPAToOpa cepeepa
MinlO:

echo -e "export MINIO_ROOT_USER=<uma nonb3oBaTena>\nexport
MINIO_ROOT_PASSWORD=<naponb>" | \
kubectl -n minio-cdr create secret generic \
minio-cdr-secret --from-file=config.env=/dev/stdin

2.1.7 MoarotoBnTb dansbl 3aKkpbiToro kJto4a v fullchain-ceptndukara TLS ana gomeHa
, 3aTeM co3aaTb cekpeT Kubernetes, cogepxatmnin ceptndukaT TLS, KoTopbi byaeT
MCNOJ1b30BaTbCA iNgress-oM AJ1A 3aWnTbl AocTyna K MinlO no cetu:

kubectl -n minio-cdr create secret tls cdr-ingress-tls \
--key="../path/to/privkey.pem" \
--cert="../path/to/fullchain.pem"

2.1.8 Co3natb YAML-dbann , COAepXKallnii napameTpbl HacTponku Helm-yapTa
MinlO ana pa3BépTbiBaHWA OA4MHOYHOroO cepsepa MinlO c ogHMM anckoM o6bémom 10 I'B:

existingSecret:
name: minio-cdr-secret
tenant:
name: cdr
configuration:
name: minio-cdr-secret
pools:
- servers: 1
name: pool-0
volumesPerServer: 1
size: 10Gi
storageClassName: standard

metrics:
enabled: true
port: 9000

protocol: http
prometheusOperator: true
logging: {

json
}
env:

- hame: TZ

value: "UTC+3"
- name: PROMETHEUS_NAMESPACE
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value: "monitoring"
- name: MINIO_PROMETHEUS_URL
value: "http://monitoring-kube-prometheus-
prometheus.monitoring.svc.cluster.local:9090"
certificate:
externalCertSecret: [ ]
requestAutoCert: false
ingress:
api:
enabled: true
ingressClassName: nginx
labels: { }
host: minio.cdr.usetech.ru
path: /
pathType: Prefix
tls:
- secretName: cdr-ingress-tls
console:
enabled: true
ingressClassName: nginx
labels: { }
host: minio-console.cdr.usetech.ru
path: /
pathType: Prefix
tls:
- secretName: cdr-ingress-tls

2.1.9 YcTaHoBUTbL Helm-4apT TeHaHTa MinlO [5]:

helm upgrade --install --namespace minio-cdr \
--values minio-cdr-values.yaml \
cdr minio-operator/tenant

2.1.10 Y6eanTbca, YTO BCE KOMMOHEHTbI TeHaHTa MinlO Haxoa4ATCA B COCTOAHNM

kubectl -n minio-cdr get all

2.1.11 BbIBeCTM Ha KOHCOJ1b MMS NMOJIb30BaTENSA M NAPOJib aAAMMHNCTPATopa MinlO:

kubectl -n minio-cdr get secrets minio-cdr-secret \

-0 jsonpath={.data."config\.env"} | base64 -d

2.1.12 MpoBepuTb BO3MOXHOCTb BX0/1a B BeO-nHTEpdenc TeHaHTa MinlO.

2024-11-13

BHUMAHWE: lna goctyna K MinlO npuioxeHni, pa3BépHyTbIX B Kubernetes, crieayeT MCnonb30BaTh

agpec: https://minio.minio-cdr.svc.cluster.local/.


https://minio-console.cdr.usetech.ru/
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2.1.13 Co3aaTh B Beb-mHTepdence Grafana aawbopa MinlO:
https://grafana.com/grafana/dashboards/13502-minio-dashboard/.

2.2 Pa3BépTbiBaHME NOACMCTEMbI MOHMTOPUHTA - Kube-Prometheus-Stack

2.2.1 MoaroToBuTb dannbl 3akpbiToro kato4a u fullchain-ceptudukarta TLS ana goMmeHa
, 3aTeM co3aaTb cekpeT Kubernetes, cogepxatnin ceptnedumkat TLS, koTopbiin byaeTt
MCNOJIb30BaThCA INGress-om AS 3aLmMThl JOCTYMNa K Be6-MHTepdency NoAcMcTeMbl MOHUTOPUHIA MO CETK:

kubectl -n monitoring create secret tls cdr-ingress-tls \
--key="../path/to/privkey.pem" \
--cert="../path/to/fullchain.pem"

2.2.2 Co3paTtb YAML-pann , COAEP>KaLMN NapamMeTpsbl
HacTporkn Helm-yapTta Kube-Prometheus-Stack:

prometheus:
prometheusSpec:
retention: 10d
ingress:

enabled: true
ingressClassName: nginx
hosts:
- prometheus.cdr.usetech.ru
paths:
-/
tls:
- secretName: cdr-ingress-tls
grafana:
defaultDashboardsTimezone: utc+3
persistence:
enabled: true
ingress:
enabled: true
ingressClassName: nginx
hosts:
- grafana.cdr.usetech.ru
paths:
-/
tls:
- secretName: cdr-ingress-tls
additionalbDataSources:
- name: loki
editable: true
orgId: 1
type: loki
url: http://loki-gateway.loki.svc.cluster.local/
version: 1
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2.2.3 YctaHoBUTb Helm-yapT Kube-Prometheus-Stack [1]:

helm repo add prometheus-community https://prometheus-

community.github.io/helm-charts && \

helm repo update && \

helm upgrade --install --create-namespace monitoring -n monitoring \
-f kube-prometheus-stack-values.yaml \
prometheus-community/kube-prometheus-stack

2.2.4Ybeauntbca, 4TO BCe KOMMNOHeHTbl kube-prometheus-stack HaxogaTca B cocTosHMN

kubectl -n monitoring get all

2.2.5 BbIBECTM Ha KOHCOJIb MMSA MOJIb30BaTeNa 1 naposb Grafana:

kubectl -n monitoring get secrets monitoring-grafana \
-0 jsonpath={.data.admin-user} |base64 -d; \

echo ; \

kubectl -n monitoring get secrets monitoring-grafana \
-0 jsonpath={.data.admin-password} |base64 -d; \

echo

2.2.6 [poBepuTb AOCTYNHOCTb Beb-nHTepdelica Grafana.
2.2.7 MpoBepuTb JOCTYNHOCTb Beb-nHTepdelrica Prometheus.
2.3 Pa3BépTbiBaHMeE NOACMCTEMbI IOFMPOBAHNA - Loki n Promtail

2.3.1 Co3aatb YAML-dann , COAEPXXallnii napameTpbl HacTponku Helm-yapTa Loki ans
Pa3BEPTbIBAHMS OAMHOYHOIO cepBepa Loki ¢ XxpaHeHWeM AaHHbIX B PaiIOBON CUCTEME 1 CPOKOM XPAHEHMS
JaHHbIX 10 gHen:

deploymentMode: SingleBinary

loki:
auth_enabled: false
commonConfig:
replication_factor: 1
storage:
type: 'filesystem'
schemaConfig:
configs:
- from: "2024-01-01"
store: tsdb
index:

prefix: loki_index_
period: 24h


http://grafana.cdr.usetech.ru/
http://prometheus.cdr.usetech.ru/
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object_store: filesystem
schema: vi13
compactor:
working_directory: /var/loki/compactor
compaction_interval: 10m
retention_enabled: true
delete_request_store: filesystem
retention_delete_delay: 2h
retention_delete_worker_count: 150
limits_config:
# Keep logs for 10 days
retention_period: 2406h
singleBinary:
replicas: 1
read:
replicas: ©
backend:
replicas: ©
write:
replicas: 0
monitoring:
serviceMonitor:
enabled: true
labels:
release: monitoring

2.3.2 YcTaHoBUTb Helm-yapT Loki:

helm repo add grafana https://grafana.github.io/helm-charts && \

helm repo update && \

helm upgrade --install --create-namespace --namespace=1loki \

--values loki-values.yaml \
loki grafana/loki

2024-11-13

2.3.3 Co3aatb YAML-bann , COAepPXallnin NnapameTpbl HAaCTPOMKN Helm-4yapTa

Promtail:

config:
clients:

- url: http://loki-gateway.loki.svc.cluster.local/loki/api/v1/push

tenant_id: 1
serviceMonitor:
enabled: true
labels:
release: monitoring

2.3.4 YcTaHoBNUTb Helm-4apT Promtail:
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helm upgrade --install --namespace=1oki \
--values promtail-values.yaml \
promtail grafana/promtail

2.3.5 MNpoBepunTb AOCTYNHOCTb AaHHbIX XypHanoB (foros) B Grafana no ccbinke.
2.3.6 [JobasuTb B Grafana gawbopap!:

o Loki: https://grafana.com/grafana/dashboards/13407-loki2-0-global-metrics/
e Promtail: https://grafana.com/grafana/dashboards/15443-promtail/.

2.4 Pa3BEpPTbIBAHME NOACUCTEMbI XPaHEHWSA AaHHbIX - PostgreSQL

2.4.1 Co3patb cekpet Kubernetes , Cofepxalm naponb aammHucTpaTtopa CYb/,
PostgreSQL -

kubectl create secret generic postgres-secret \
--from-1literal=password=<naponb nonb3oBaTens postgres>

2.4.2 Co3naTtb YAML-cbann C onucaHnemM oH6beKkToB

! 1

) M HAaCTpOWKaMK NnapameTpoB npomssoamTebHocTn CYB/]
PostgreSQL, onTMMM3NPOBAHHBLIMK AN NCnosb3oBaHna 2 aaep UMY v 4 ' O3Y:

apiVersion: vi
kind: Service
metadata:
name: postgres
labels:
app: postgres
spec:
selector:
app: postgres
type: NodePort
ports:
- port:
nodePort:
name: postgres

apiVersion: apps/vi
kind: StatefulSet
metadata:

labels:

app: postgres

name: postgres
spec:

serviceName: postgres

replicas:

selector:


http://grafana.cdr.usetech.ru/explore?schemaVersion=1&panes=%7B%22y03%22:%7B%22datasource%22:%22P982945308D3682D1%22,%22queries%22:%5B%7B%22refId%22:%22A%22,%22expr%22:%22%7Bapp%3D%5C%22grafana%5C%22%7D%20%7C%3D%20%60%60%20%7C%20json%22,%22queryType%22:%22range%22,%22datasource%22:%7B%22type%22:%22loki%22,%22uid%22:%22P982945308D3682D1%22%7D,%22editorMode%22:%22builder%22%7D%5D,%22range%22:%7B%22from%22:%22now-1h%22,%22to%22:%22now%22%7D%7D%7D&orgId=1
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matchLabels:
app: postgres
template:
metadata:
labels:
app: postgres
spec:
containers:
- nhame: postgres
image: postgres:15

args:
= =G
- max_connections=120
= =C
- shared_buffers=12806MB
- -
- effective_cache_size=3840MB
- -C
- maintenance_work_mem=320MB
= =G
- checkpoint_completion_target=0.9
= =C
- wal_buffers=16MB
- -
- default_statistics_target=100
- -C
- random_page_cost=4
= =G
- effective_io_concurrency=2
= =C
- work_mem=3276kB
- -
- huge_pages=off
- -C
- min_wal_size=1GB
= =G
- max_wal_size=4GB
env

- name: POSTGRES_USER
value: "postgres"
- name: POSTGRES_PASSWORD
valueFrom:
secretKeyRef:
name: postgres-secret
key: password
- name: PGDATA
value: "/var/lib/postgresqgl/data/pgdata"
ports:
- containerPort: 5432
name: postgres
vo lumeMounts:
- name: postgres-data
mountPath: /var/lib/postgresql/data
volumes:
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- name: postgres-data
persistentVolumeClaim:
claimName: postgres-pvc
initContainers:
- name: exporter
image: prometheuscommunity/postgres-exporter:v0.15.0
env:
- name: DATA_SOURCE_URI
value: "postgres?sslmode=disable"
- name: DATA_SOURCE_USER
value: "postgres"
- name: DATA_SOURCE_PASS
valueFrom:
secretKeyRef:
name: postgres-secret
key: password
ports:
- containerPort: 9187
name: exporter
restartPolicy: Always
kind: PersistentVolumeClaim
apiVersion: vi1
metadata:
name: postgres-pvc
labels:
app: postgres
spec:
storageClassName: standard
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 10Gi
apiVersion: vi1
kind: Service
metadata:
name: postgres-exporter
labels:
app: postgres
spec:
selector:
app: postgres
ports:
- protocol: TCP
port: 9187
targetPort: 9187
name: exporter
apivVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:
labels:



README.rosreestr.md

app: postgres
release: monitoring
name: postgres-exporter
spec:
endpoints:
- interval: 15s
path: /metrics
port: exporter
scheme: http
selector:
matchLabels:
app: postgres

2.4.3 Co3naTb 06bekTbl Kubernetes, onvcanHble B dpanne

kubectl apply -f postgres-sts.yaml

2.4.4 BbiBecTi Ha KoHcob Kubernetes-pecypcbl PostgreSQL v ybeantbea, 4To 3anyctuacs pod

kubectl get all -1 app=postgres

2.4.5 BbIBeCT Ha KOHCOJ1b MapoJib NoJib3oBaTensa PostgreSQL, xpaHaLmiica B cekpeTe Kubernetes

kubectl get secrets postgres-secret -o jsonpath={.data.password}

2.4.6 MpoBepuTb Noak/oYeHre k BJ] PostgreSQL ¢ y3na Minikube:

2024-11-13

|base64 -d

kubectl exec -it postgres-0 -- psql -h localhost -U postgres --password -p

5432

Ha 3anpoc BblllenpnBeaéHHON KOMaHAbl BBECTM NapoJib NONb30BaTe A PostgreSQL, nosly4eHHbIN Ha

npeablayliem ware. Mprmep yCnewHoro BbiNoJHEHNS KOMaHbI:

Password:

psql (15.7 (Debian 15.7-1.pgdgl20+1))

Type "help" for help.

postgres=#
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Jna Toro, 4Tobbl OTKAOUYMNTLCA OT PostgreSQL, BBECTM \ () M HaXKaTb Ha KAaBuULLY

2.4.7 TpoBepuTb noakatoveHne k bJ] PostgreSQL c yaanéHHoro y3na 4yepes VPN:

psql -h 192.168.50.92 -p 5432 -U postgres

2.4.8 NobasunTb B Grafana gawbopa;: https://grafana.com/grafana/dashboards/9628-postgresqgl-database/.

2.5 HacTtpownka pe3sepBHoro konnposaHmsa b1 PostgreSQL

2.5.1 BoinTu B Beb-nHTepdenc TeHaHTa MinlO 1 co3aaTtb bakeT , Mosib3oBaTens
C MNOJIHOMOYMAMM Ha YTEHME M 3aMnCb, a TaKXKe KAo4YM AocTyna (service account) ana
03HAYeHHOro Nob3oBaTena. KoY HeobX0AMMO COXPaHMTb - OHM NOTPEDYIOTCA Ha CNeAYIOLLIEM Luare.

2.5.2 Co3paTb cekpeT Kubernetes, coaepxalnin napameTpbl, HEObXxoaNMble AN5 COXPAHEHMA PE3ePBHbIX
konui Bl B 6akeT MinlO:

kubectl create secret generic postgres-backup-secret \
--from-literal=AWS_ACCESS_KEY_ID=<knt4d gocTtyna MinIO> \
--from-literal=AWS_SECRET_ACCESS_KEY=<CeKpeTHsblii Ksitod MinIO>

2.5.3 Co3aatb YAML-cbann c onucaHmeM obbekTa Kubernetes
CronJob a5 BbINONHEHNSI pe3epBHOMO KONMpoBaHuA B/ exenHesHo B 02:00 no
MockoBckomy BpeMeHn B 6akeT MinlO

apiVersion: batch/vi
kind: CronJob
metadata:
name: dev-postgres-backup
spec:
schedule: "00 02 * * *"
timeZone: "Europe/Moscow"
concurrencyPolicy: Forbid
successfulJobsHistoryLimit:
failedJobsHistoryLimit:
jobTemplate:
spec:
backoffLimit:
template:
spec:
restartPolicy: Never
initContainers:

- name: pg-dump
image: postgres:15
volumeMounts:

- name: data
mountPath: /backup


https://minio-console.cdr.usetech.ru/
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args:

pg_dump
"_Ee"

n_fn
"/backup/$(PGNAME) . pgdump"
n_zn

I|9|I

nm_y"

"_RQh"
"$(PGHOST)"
"_pn
"$(PGPORT)"
n_y"
"$(PGUSER)"
m_dgn
"$(PGNAME) "

name: PGHOST

2024-11-13

value: "postgres-0.postgres.default.svc.cluster. local"

name: PGPORT
value: "5432"
name: PGNAME
value: "dev-configurator"
name: PGUSER
value: "postgres"
name: PGPASSWORD
valueFrom:
secretKeyRef:
name: postgres-secret
key: password

containers:
- name: s3-upload
image: amazon/aws-cli
volumeMounts:

name: data
mountPath: /backup

command: ["/bin/sh", "-c"]
args:

%M) . pgdump"

env:

aws s3 cp \

--region "$(AWS_DEFAULT_REGION)" \
--endpoint-url "$(AWS_ENDPOINT_URL)" \

"/backup/$(PGNAME) .pgdump" \

"s3://%$(AWS_BUCKET_NAME)/$(PGNAME)-$(date +%Y-%m-%d-%H-

name: AWS_BUCKET_NAME
value: "postgres-backup"
name: AWS_DEFAULT_REGION
value: "ru-centrall"
name: AWS_ENDPOINT_URL

value: "http://minio.minio-cdr.svc.cluster.local"

name: PGNAME
value: "dev-configurator"

/
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- name: TZ
value: "Europe/Moscow"
envFrom:
- secretRef:
# Must contain AWS_ACCESS_KEY_ID, AWS_SECRET_ACCESS_KEY
name: postgres-backup-secret
volumes:
- name: data
emptyDir: {}

2.5.4 Co3natb 06bekT CronJob, onncaHHbIn B panne

kubectl apply -f dev-postgres-backup-cronjob.yaml

2.6 Pa3BEépTbiBaHMe NoAcncTeMbl ayTeHTMdMKaumm - Keycloak

2.6.1 BbIBeCTI Ha KOHCOJ1b MapoJib NoJib3oBaTens PostgreSQL, xpaHaLmiica B cekpeTe Kubernetes

kubectl get secrets postgres-secret -o jsonpath={.data.password} |base64 -d

2.6.2 Mogkntountbes k b1 PostgreSQL:

kubectl exec -it postgres-0 -- psql -h localhost -U postgres --password -p
5432

2.6.3 Co3aaTb 6a3y AaHHbIX M NOJIb30BaTess B CYB/] PostgreSQL:

CREATE USER "dev-cdr-keycloak" WITH ENCRYPTED PASSWORD '<naposb
nonb3oBaTtensa keycloak>';
CREATE DATABASE "dev-cdr-keycloak" OWNER "dev-cdr-keycloak";

2.6.4 Co34aTb B NpOCTPaHCTBe MMEH Kubernetes cekpeT Kubernetes c naponemM aiMMHUCTPATOPA
Keycloak n gaHHbiMK gns noaxkntodeHns Keycloak k CYB/J] PostgreSQL:

kubectl -n dev create secret generic cdr-keycloak-secret \
--from-literal=admin-password=<naponb agmmHucTpaTopa Keycloak> \
--from-literal=postgresql-user=dev-cdr-keycloak \
--from-1literal=postgresql-password=<naposib nonb3oBaTtens keycloak>
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2.6.5 Co3patb YAML-dpann , CoAepXaLnin napaMeTpbl HacTponkn Helm-4apTa
Keycloak [2-3] ana pa3BépTbiBaHMA 0gMHOYHOrO cepsepa Keycloak ¢ XxpaHeHMeM AaHHbIX B paHee
pa3BépHyTom CYB/[ PostgreSQL:

nameOverride: cdr-keycloak
auth:
adminUser: admin
existingSecret: "cdr-keycloak-secret"
passwordSecretKey: "admin-password"
replicaCount: 1
production: true
postgresql:
enabled: false
externalDatabase:
host: "postgres-0.postgres.default.svc.cluster.local"
port: 5432
database: '"dev-cdr-keycloak"
existingSecret: "cdr-keycloak-secret"
existingSecretUserKey: "postgresql-user"
existingSecretPasswordKey: "postgresql-password"
proxy: edge
httpRelativePath: /auth/
ingress:
enabled: true
ingressClassName: "nginx"
hostname: dev-frontend.cdr.usetech.ru
path: /auth/
pathType: Prefix

resources:
requests:
memory: "512Mi"
cpu: "500m"
limits:
memory: "4Gi"
cpu: "2"
metrics:
enabled: true
serviceMonitor:
enabled: true
labels:

release: "monitoring"

2.6.6 YcTaHoBWTbL Helm-yapT Keycloak:

helm repo add bitnami https://charts.bitnami.com/bitnami && \
helm repo update && \
helm upgrade --install --namespace=dev \

--version 23.0.0 \

--values keycloak-values.yaml \

cdr-keycloak bitnami/keycloak
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2.6.7 Ybeautbca, 4To pa3BépTbiBaHne Keycloak ycnelHo 3aBepLunioch:

kubectl -n dev get all

2.6.8 BbIBECTM Ha KOHCOJ1b MapoJib aAMuHUCTPaTopa Keycloak:

kubectl -n dev get secrets keycloak-secret \
-0 jsonpath={.data.admin-password} |base64 -d

2.6.9 MpoBepUTb JOCTYNHOCTL BeH-nHTEpdenca agmuHncTpatopa Keycloak n BO3MOXHOCTb Bx0oAa C paHee
33[1aHHbIM NaposIeM aAMUHMUCTPATOPA.

BHUMAHWE: na agoctyna K Keycloak npunoxexuin, pasBépHyTbix B Kubernetes, cieayet
ncnosib3osaTh agpec: http://cdr-keycloak.dev.sve.cluster.local/.

2.6.10 Jobasntb B Grafana gawbopa: https://grafana.com/grafana/dashboards/19659-keycloak-metrics-
dashboard/.

3 Pa3BépTbiBaHMe npuaoxeHnsa "LUJP" Ha cTeHae B Minikube

3.1 MoarotoBka Kubernetes ana pa3BépTbiBaHMA CTEHAA

3.1.1 Co34aTb NPOCTPAHCTBO MMEH Kubernetes

kubectl create namespace dev

3.1.2 MoarotoBnTb dansbl 3aKkpbiToro kJto4a u fullchain-ceptnédukara TLS ana gomeHa
, 3aTeM €034aTb cekpeT Kubernetes, coaepxatumn ceptndunkat TLS, koTopbi byaeT
NCNOJIb30BaTbCA iNGress-omM A8 3alnTbl AOCTYNa K nogcncteMam npuaoxenHnsa LLAP no ceTu:

kubectl -n dev create secret tls cdr-ingress-tls \
--key="../path/to/privkey.pem" \
--cert="../path/to/fullchain.pem"

3.2 MNoaroToBKa K pa3BEpThbiBaHMIO noacncTemsl "configurator”

3.2.1 BbIBECTM Ha KOHCOJ1b NMApOoJib Nosb3oBaTesia PostgreSQL, xpaHawminca B cekpeTe Kubernetes

kubectl get secrets postgres-secret -o jsonpath={.data.password} |base64 -d


http://dev-frontend.cdr.usetech.ru/auth/
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3.2.2 Moakntountbcs K b PostgreSQL:

kubectl exec -it postgres-0 -- psql -h localhost -U postgres --password -p
5432

3.2.3 Co3aaTb 6a3y AaHHbIX 1 NOJ/Ib30BATENS B CYB/ PostgreSQL:

CREATE USER "dev-configurator" WITH ENCRYPTED PASSWORD '<naposb
nonb3oBaTtens configurator>"';
CREATE DATABASE "dev-configurator" OWNER "dev-configurator";

3.2.4 Co3aaTb cekpeT Kubernetes ¢ gaHHbIMK ANA Noako4YeHnsa noacnctembl "configurator” k CYB/
PostgreSQL:

kubectl -n dev create secret generic configurator-secret \
--from-1literal=DATASOURCE_USERNAME=dev-configurator \
--from-1literal=DATASOURCE_PASSWORD=<naposib nonb3oBaTtens dev-configurator>

3.3 MoAroToBKa K pa3BEPTbIBaHMIO NoackcTeMbl "riskssolver”

3.3.1 BbIBECTM Ha KOHCOJ1b MMS NOJIb30BaTeNA M NapOoJib aAMUHUCTPaTopa MinlO:

kubectl -n minio-cdr get secrets minio-cdr-secret \
-0 jsonpath={.data."config\.env"} |base64 -d

3.3.2 BonTu B Beb-nHTepdenc TeHaHTa MinlO v co3aaTth bakeT , NoJsib30BaTeNa
C MNOJIHOMOYMAMM Ha YTEeHMeE 1 3aMNnChb, a TaKXKe Ka4YM AocTyna (service account) ana
03Ha4YeHHOro noJib3osatena. Kio4m HeobXxoAMMO COXPaHNTL - OHM NOTPEBYIOTCA Ha CeayIoLWEeM Liare.

3.3.3 Co3aatb cekpeT Kubernetes ¢ JaHHbIMK A5 noAKAo4YeHns noacnctemsl "riskssolver" kK 06bekTHOMY

XpaHuanuy MinlO:

kubectl -n dev create secret generic riskssolver-secret \
--from-1literal=S3_ACCESS_KEY=<knw4 gocTtyna minio dev-riskssolver> \
--from-literal=S3_SECRET_KEY=<cekpeTHblli K4y minio dev-riskssolver>

3.4 MoAroToBKa K pa3BEpPTbIBaHMIO noacnctemsl "frontend”

3.4.1 Nocacncrtema "frontend” Ha cTeHae AOCTyMNHAa 13 ceTn VMIHTepHeT, N03TOMY Mpu
Pa3BEPTbIBAHMN HA O3HAYEHHOM CTEHE HEOHXOAMMO OrPaHMUYNTL JOCTYN K MOACUCTEME MPY NMOMOLLN
ayTeHTUdUKaumm HTTP basic.


https://minio-console.cdr.usetech.ru/
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3.4.2 Co3aaTb dann c MMeHeM , cogepxawmnin aaHHble ona HTTP basic auth dpoHTEHAa NpuIoXeHNA
LUAP Ha cTeHae

BHUMAHWE: nma danna M3MeHATb Heb3s!

htpasswd -b -c auth rosreestr Luvx@IvOw8gdDVc2v

3.4.3 B NpoCTpaHCTBE MMEH BbILLIEO3HAYEHHOTO CTEHAA CO3AaTh cekpeT Kubernetes
C fJaHHbIMKM ana HTTP basic auth:

kubectl -n <namespace> create secret generic \
frontend-basic-auth --from-file=auth

3.5 Pa3BépTbiBaHMe noacmctem npunoxenuna LIJP 13 Helm-yapTa

3.5.1 Moacncrtemsl npunoxexmsa LP pa3BopaunBatoTca aBToMaTN4eckn nNpm cbopke HOBbIX BEPCUIA
noAcMcTemM nocpeacTBoM nannnanHa GitLab CI/CD 1 Helm-4apTa. Helm-4apT pa3BEpTbIBaHMA MPUSIOKEHNA
LU AP HaxoauTca B penosntopun Helm-yapra.

MepBoe pa3BEépPTbiBaHME BbILLEO3HAYEHHbIX MOACMCTEM HEOOXOAMMO BbINOJHWUTL BPYYHYIO AJ18 TOFO, YTOObI
33/1aTb Hava/ibHble 3HAYEeHMA NapamMeTPOB Pa3BEPTbIBAHMA, TaknX KaK: Beb-aapec, no KoTopomy byaet
OCYLLECTB/IATLCA AOCTYN K NOACMCTEME, HACTPONKM A0CTYNa K BJ1 1 XpaHmauiiy S3, a TakKe HaCTPOMNKM
B3aMMO/IeNCTBUNS NOACNCTEM MexXAay cobon. MocienoBaTeIbHOCTb ENCTBUIA A5 BbINOJIHEHNSA
nepBOHaYasIbHOro pa3BEpTbIBaHNA NOACKMCTEM NPUIOXeHUA LIJIP onncaHa Huxe B JaHHOM pa3jene.

3.5.2 Co3patb dann C napamMmeTpamu pa3BépTbiBaHns Helm-yapta npunoxenua LIAP Ha
CcTeHae

imagePullSecrets:
- name: "usetech-registry"

configurator:
enabled:
enableJavaDebug:
env:
- name: DATASOURCE_URL
value: "jdbc:postgresql://postgres-
0.postgres.default.svc.cluster.local:5432/dev-configurator"
- name: DATASOURCE_USERNAME
valueFrom:
secretKeyRef:
name: configurator-secret
key: DATASOURCE_USERNAME
optional:
- name: DATASOURCE_PASSWORD
valueFrom:
secretKeyRef:


https://gitlab.usetech.ru/cdr/helm
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name: configurator-secret
key: DATASOURCE_PASSWORD
optional: false
strategy:
type: RollingUpdate
resources:
requests:
cpu: 100m
memory: 1400Mi
limits:
cpu: 1
memory: 6000Mi
ingress:
enabled: true
ingressClassName: nginx
hosts:
- dev-configurator.cdr.usetech.ru
path: /
pathType: Prefix
tls:
- secretName: cdr-ingress-tls
hosts:
'"*.cdr.usetech.ru'

modeling:
enabled: false
enableJavabDebug: true
strategy:
type: RollingUpdate
resources:
requests:
cpu: 100m
memory: 1400Mi
limits:
cpu: 1
memory: 3000Mi
ingress:
enabled: true
ingressClassName: nginx

hosts:
- dev-modeling.cdr.usetech.ru
path: /
pathType: Prefix
tls:

- secretName: cdr-ingress-tls
hosts:
'*,.cdr.usetech.ru'

riskssolver:
enabled: true
enableJavabDebug: true
env:
- name: S3_ENDPOINT
value: "http://minio.minio-cdr.svc.cluster.local/"

/
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- name: S3_INSECURE
value: "true"
- name: S3_BUCKET_NAME
value: "dev-riskssolver"
- name: S3_ACCESS_KEY
valueFrom:
secretKeyRef:
name: riskssolver-secret
key: S3_ACCESS_KEY
optional: false
- name: S3_SECRET_KEY
valueFrom:
secretKeyRef:
name: riskssolver-secret
key: S3_SECRET_KEY
optional: false
strategy:
type: RollingUpdate
resources:
requests:
cpu: 100m
memory: 800Mi
limits:
cpu: 1
memory: 1Gi
ingress:
enabled: true
ingressClassName: nginx

hosts:
- dev-riskssolver.cdr.usetech.ru
path: /
pathType: Prefix
tls:

- secretName: cdr-ingress-tls
hosts:
'*.cdr.usetech.ru'

frontend:
enabled: true
strategy:
type: RollingUpdate
resources:
requests:
cpu: 100m
memory: 100Mi
limits:
cpu: 500m
memory: 300Mi
ingress:

enabled: true
ingressClassName: nginx
hosts:
- dev-frontend.cdr.usetech.ru
path: /
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pathType: Prefix

tls:
- secretName: cdr-ingress-tls
hosts:
'*.cdr.usetech.ru'
3.5.3 Mpwn pa3BépTbIBaHMM Ha CTEHAE HeobX0AMMO OrPaHNYNTb AOCTYN K MOACMCTEME

npv noMowm ayteHTndukaumm HTTP basic. 1ns 3Toro cneayeT 406aBuTb B ¢pai NnapameTpoB
pa3BépTbiBaHMA Helm-yapTa nogpasaen CNefyloLlero coaepXXaHus:

nginx.ingress.kubernetes.io/auth-type: basic
nginx.ingress.kubernetes.io/auth-secret: frontend-basic-auth
nginx.ingress.kubernetes.io/auth-realm: 'Authentication Required'

3.5.4 B Be6-nHTepderice GitLab B meHto npoekTa
CO3[aTb TOKEH Pa3BEPTbIBAHMA C UMEHEM , UMeHeM MnoJib30BaTe s
1 NOJTHOMOYMAMM . CoXpaHnTb TOKEH - OH NoTpebyeTcs B

JlaNbHenllemM NA 4OoCTyNa K peno3uTopuio Helm-yapTa.

3.5.5 Jo6aBuTb peno3ntomin Helm n yctaHoBUTbL Helm-4apT npunoxexuna LIAP:

helm repo add \
--username deploy-token-helm --password <TokeH> \
cdr-develop \
https://gitlab.usetech.ru/api/v4/projects/644/packages/helm/develop && \
helm install --create-namespace --namespace dev \
-f values-dev.yaml cdr cdr-develop/cdr

MPUMEYAHWE: Mpw pa3BEpTbIBaHNM Ha APYIMX CTEHAAX, HANPUMED, Ha CTeHAE , cnepyet

3dMEeHNTb B KOMaHAax BCe BXOXAeHNA CJi0Ba Ha

3.4.6 [IpoBepuUTL TOTOBHOCTb NOACMCTEM MpuaoxeHna LLAP:

helm -n dev test cdr

MpuMep BbIBOA BbILLEO3HAYEHHON KOMAaHbI:

NAME: cdr

LAST DEPLOYED: Fri Aug 23 12:14:16 2024
NAMESPACE: dev

STATUS: deployed

REVISION: 1

TEST SUITE: cdr-configurator-test-connection
Last Started: Fri Aug 23 12:16:58 2024

/
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Last Completed:

Phase:
TEST SUITE:

Last Started:
Last Completed:

Phase:
TEST SUITE:

Last Started:
Last Completed:

Phase:
TEST SUITE:

Last Started:
Last Completed:

Phase:

MPMMEYAHWE: MpoBepka MOXeT ObiTb HeyCrneLHOW, eC/i OHa MPOM3BOAMTCA Cpasy nocse

Fri Aug 23 12:17:04 2024
Succeeded
cdr-frontend-test-connection
Fri Aug 23 12:17:04 2024

Fri Aug 23 12:17:09 2024
Succeeded
cdr-modeling-test-connection
Fri Aug 23 12:17:09 2024

Fri Aug 23 12:17:14 2024
Succeeded
cdr-riskssolver-test-connection
Fri Aug 23 12:17:14 2024

Fri Aug 23 12:17:18 2024
Succeeded

2024-11-13

pa3BEépPTbIBaHWA npunoxeHma LIJP, Tak Kak 3anyck NoAcnCcTeM 3aHMMaEeT NPOLO/IKNTEIbHOE BpeMS.

B TakOM cJ1ydae ciegyeT NOBTOPUTL NMPOBEPKY Yepe3 HEKOTOPOe BpeMS.

3.5.7 MNpn He0bXx0AMMOCTM 0BHOBIEHME MOACMCTEM NPUJIOXKeHUA LIJIP MOXeT 6bITb BbIMOJIHEHO BPYYHYIO:

helm repo update cdr-develop && \

helm upgrade -n dev --reset-then-reuse-values cdr cdr-develop/cdr

4 [NepeyeHb NCTOYHWMKOB

1 Kube Prometheus Stack

2 Bitnami Keycloak

3 Keycloak on Kubernetes: A Comprehensive Guide to Deploying and Scaling Your Identity and Access
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https://github.com/prometheus-community/helm-charts/tree/main/charts/kube-prometheus-stack
https://github.com/bitnami/charts/tree/main/bitnami/keycloak
https://inteca.com/identity-access-management/keycloak-on-kubernetes-a-comprehensive-guide-to-deploying-and-scaling-your-identity-and-access-management-solution/
https://min.io/docs/minio/kubernetes/upstream/operations/install-deploy-manage/deploy-operator-helm.html
https://min.io/docs/minio/kubernetes/openshift/operations/install-deploy-manage/deploy-minio-tenant-helm.html

